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eCommerce

A practical, layperson’s guide 
to avoiding lawsuits and PR 
headaches. 

Compliance
Checklist



In the last 10 years, digital 
marketing and eCommerce have 
gone from “Wild West” to one of 
the most regulated sectors.

From data breaches to credit card fraud, from 
accessibility lawsuits to states fighting eCommerce 
giants for sales taxes, digital marketing/commerce 
has truly been disruptive for both customers and 
businesses. 

So much so that governments and regulators have 
struggled to keep up. 

Until now.

We’re in a new, digital reality in which legal and 
regulatory frameworks are coming into force. 

Absolunet and Hitachi Systems Security have 
created this high-level checklist to help merchants 
wrap their heads around the new rules. 

This should help you start asking the right people 
the right questions about compliance.

 Are we even allowed to
sell anymore with all these 
regulations?!? And how are 

my competitors dealing
with this?”

- Worried Merchant
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A Layperson’s Guide 
to the Many Acronyms

General Data Protection Regulation: 

A European law implemented in 2018, the 
GDPR provides guidelines on privacy and data 
protection for E.U. residents. Mostly put in place 
to slow down Facebook, Google and Amazon’s 
use of massive amounts of personal data, the 
GDPR can also apply to merchants outside the 
European Union. 
 

Personal Information Protection and Electronic 
Documents Act (PIPEDA):

The Canadian federal privacy law for private-sector 
organizations governs the use and disclosure of 
personal information. 

Web Content Accessibility Guidelines 2.0:

The Americans with Disabilities Act (ADA)’s 
2010 amendment states that all electronic and 
information technology must be accessible to 
people with disabilities. If you sell in the US, you 
must be AA WCAG 2.0/2.1 compliant to protect 
yourself against accessibility-related lawsuits. 
Certain Canadian provinces are also requiring 
merchants to be WCAG compliant. 

Canada Anti-Spam Law:

CASL regulations apply to any commercial 
electronic message sent from or to Canadian 
computers and devices in Canada. 
 

GDPR

Payment Card Industry (PCI) Data Security 
Standards:

If you accept credit card payments, PCI Data 
Security Standards need to be fully integrated into 
your eCommerce business. 

American Sales Tax Law:

After South Dakota v. Wayfair, the watershed U.S. 
Supreme Court decision, online retailers selling in 
South Dakota are now required to collect and remit 
sales tax, even if they don’t have a physical presence 
there. This decision provides a precedent for other 
states. So even if 1) you didn’t realize you have sales 
tax nexus in a state, 2) you did not file for a sales tax 
permit but collected sales tax or 3) you filed for a 
permit but did not remit sales tax to a state, you are 
liable. 

WCAG

CASL

PIPEDA

PCI DSS

US TAX
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Risk Management: 
The Potential Costs of 
Ignoring Compliance

An overview of the potential fines associated with 6 of the main compliance standards: 

● PCI DSS: $5,000 - $500,000 fines and customers who don’t trust you with their 
credit card data. You may have to disclose security/data breaches publicly and 
payment providers could even stop offering you their services. 

● ADA: lawsuits if a person with a disability says they cannot access your website 
(Target, Netflix & FedEx have all been sued). 

● GDPR: for certain articles, fines of up to €20m (around $22.5m USD) or up to 4% of 
total global revenue. 

● CASL: maximum administrative penalties of $1m CAD for individuals (nearly $800k 
US), $10m CAD for corporations (nearly $8m USD) and potential criminal sanctions. 

● PIPEDA: fines up to $100,000 CAD (Nearly $80k US) for each violation.

● US Sales Tax: for certain states, threatened consequences of assessment, audit, lien 
or referral to a collection agency or the Office of the Attorney General. 

Aside from financial risk, there is, in many cases, an equal risk to your brand and reputation, 
which may lead to an erosion in customer trust. 

The takeaway: it pays to be proactive. 
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Where do you sell?

In the U.S. In Canada
In Europe (European 

Union / E.U.)

ACCESSIBILITY 
(WCAG)

You need to be AA 
WCAG 2.0/2.1 compliant.  

Circle this & continue.

Do you sell products or 
services?

PRODUCTS

SERVICES

U.S. SALES TAX

If you have tax nexus in a 
state, you must adhere 
to that state’s  sales tax 
laws, regardless of 
whether or not you have 
a physical presence 
there.

You need to be WCAG 
compliant, provincial 
requirements vary 
(A vs AA).

ACCESSIBILITY 
(WCAG)

Are you a Government 
institution?

NO

No current obligation to 
comply with  
accessibility standards. 
However, laws are 
expected to change; the 
Accessibility for 
Ontarians with 
Disabilities Act (AODA), 
for example,  will be 
grounds for fining or 
prosecuting non 
compliant businesses 
after January  2021. 

Continue.

No current obligation to 
comply with state sales 
taxes

Mail, automation + 
messaging 

Do you send 
commercial email or 
messages from or to 

computers and devices 
in Canada?  CANADA ANTI-SPAM 

LAW (CASL)

You need to follow CASL 
regulations. 

YES

Are you a private 
sector organization?

 (a company)
PIPEDA

You need to adhere to the 
PIPEDA. 

NO

No compliance action 
required. 

NO

YES

GDPR

You must be GDPR 
compliant.

Could E.U. citizens 
technically subscribe to 

your newsletter or open an 
account? 

You do not need to be 
GDPR compliant. 
However, on January 1st 
2020, the California 
Consumer Privacy Act 
(CCPA) goes into effect 
and other similar laws 
around data protection 
will impact North 
American businesses.

You need to be GDPR 
compliant, OR block 
access to your site in EU 
countries.

NO

YES

GDPR

NO

YES

Take out your sharp
ie® 

and circle the squa
res 

that apply to you!

2. Do you accept credit card 
payments on your site? 

How do 
customers 
pay?

PCI DSS

You and/or your payment 
processor need to meet PCI 
Data Security Standards

Why are you reading this, then? Seriously though, 
if it is not possible to pay or subscribe with a 
credit card on your site, no need to be PCI 
compliant.

The One-Page 
Compliance Guide.

Yes

No

YES

YES YES
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WCAG

Accessibility

Scope of this checklist: 

This checklist should provide a general 
overview of accessibility objectives and/or 
obligations. 

What to do once this checklist is done?

Know that proper coding and basic UX go a 
long way in meeting accessibility standards. 

So work with an eCommerce agency who 
has an accessibility practice for website 
development AND marketing. 

Siteimprove provides an extensive 
accessibility audit service.

Absolunet also offers an 
accessibility audit, which looks at 
accessibility requirements that 
can’t be picked up by a report 
software. Absolunet is then able to 
implement necessary UX and code 
changes. 

Awareness: We know and 
implement the accessibility 
requirements of our state, province 
or territory. 

Readable Text: Fonts contrast with 
background color and text can be 
increased 200% without losing 
functionality. 

Make Sense: Titles, headings and 
labels are descriptive so that users 
have a predictable navigation 
experience.

Provide Alternatives: We have alt 
text, closed captioning, text 
transcripts and no images of text 
(which cannot be read by a screen 
reader). 

Navigation: A user can navigate 
through the website with a keyboard 
or assistive device, not just a mouse. 

Time constraints: Our sliders, alerts 
and user sessions (anything that is 
timed) offer sufficient time to be 
read and can be paused, stopped or 
extended. 

User input: Users are able to review 
and confirm inputted information 
before submitting. 

User input: If an input error is detected, 
the error is identified and described to 
the user in text. 

Content enrichment: our process 
considers how assistive devices will 
go through the site (ex: different 
languages or marking “lb” as 
“pound”). 

Y
E

S

N
O

U
N

SU
R

E
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Lawful basis: We have identified a 
lawful basis (a valid reason) for 
processing personal data.

Consent: We have a cookie consent 
mechanism, in which users give 
consent to their personal data being 
collected  and stored. Users are able 
to withdraw that consent at any 
time. 

Transparency: We explain how 
customer data will be used and for 
how long it will be stored in a clear, 
plain and easily understandable 
language.

Right to be forgotten: We have 
prepared pseudonymization and/or 
a permanent deletion procedure in 
case anyone requests that their 
personal data be deleted or revised. 

Up-to-date policies: Our policies, 
notably those that deal with security 
and privacy, have been reviewed. 

We created and maintain a data 
flow map that shows how we 
process personal data. 

Data processing agreement: We 
have signed a processing and 
privacy agreement with any third 
parties that process personal data 
on our behalf. 

We have a process for validating the 
identity of anyone requesting 
actions cited in the GDPR.

We have a disclosure 
procedure in case of a data breach. 

Y
E

S

N
O

U
N

SU
R

E

DATA PROTECTION

GDPR

Scope of this checklist: 

The General Data Protection Regulation, 
like other similar data protection laws, is 
relatively new. As such, most of the 
requirements of the GDPR are open to 
interpretation by the relevant authorities. 

This can be confusing and a little daunting. 

After checking out this checklist, 
what next?

Hitachi Systems Security specializes in 
personal data protection. The Hitachi team 
can guide you through the GDPR and 
other data protection laws to make sure 
you are compliant and able to continue 
doing business. 
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Network access: We keep track of all 
access to our network(s) and printed 
records. 

Employee access: We restrict the 
number of employees who have 
access to cardholder data and assign 
unique IDs to all users. 

Firewall: We have installed and 
maintain a regularly tested firewall. 

Hosting service: Our hosting service 
has a firewall configuration policy in 
place. 

Passwords: We never use vendor 
defaults for passwords, meaning we 
assign unique passwords that require 
lower-case, capitals, numbers and 
symbols.

Encryption: We encrypt PINS, 
security codes and other customer 
data.

Test systems & anti-virus: We 
regularly test security systems and 
anti-virus software. 

Third-party apps: We vet third-party 
apps and are confident that their 
presence on our networks will not 
endanger our users’ data. 

Policy: We have a set of PCI 
compliant information security 
policies that are updated yearly. 
The policy is communicated to 
employees, third-party vendors and 
customers. 

PAYMENT CARD INDUSTRY - DATA 
SECURITY STANDARDS

PCI Compliance 
Scope of this checklist: 

The level of PCI compliance required of 
you can be tricky to understand especially 
as there are different merchant levels. 
We’ve added some of the main 
requirements here that apply across 
levels.

After checking out this checklist, 
what next?

We recommend choosing an eCommerce 
platform like Magento or Insite that has a 
controlled PCI-DSS certified cloud 
environment. Work only with third-party 
apps who will not endanger your users’ 
data.

A PCI Qualified Security Assessor can 
determine if you are currently PCI 
compliant and Hitachi Systems Security 
can help you create your policies and 
processes as well as check your third 
party-apps and vendors. 

Y
E

S

N
O

U
N

SU
R

E
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Accountability: We have clearly 

delineated who, within our organization, 

is responsible for privacy governance 

and management. 

Consent: We obtain customer consent 

for any collection, use or disclosure of 

personal information. 

Identifying Purposes: We have notified 

clients and customers of new purposes 

for using their information if they 

weren’t identified at the time the 

information was collected. 

Limiting Collection: We limit the 

amount and type of personal 

information we collect to what is 

necessary for the identified purpose. 

Limiting Use, Disclosure and Retention: 

Our privacy management framework 

governs the destruction of personal 

information, including the role of 

contractors performing such services. 

Accuracy: We record when and where 

key information was collected, including 

dates of corrections or updates to 

information. 

Safeguards: We protect all personal 

information regardless of the format in 

which it is held. 

Openness: We describe to our clients 

how they can obtain access to or correct 

their personal information. 

Individual Access: We respond to a 

request for information at minimal or no 

cost to the individual. 

Challenging Compliance: We 

investigate all complaints about our 

personal information handling policies 

and practices. 

CANADIAN DATA PROTECTION

PIPEDA

Scope of this checklist: 

The Personal Information Protection and 
Electronic Documents Act (PIPEDA) has 
10 principles.  We included an element 
from each principle in this checklist to 
give you a sense of requirements. 

After checking out this checklist, 
what next?

Work with Hitachi Systems Security to 
understand PIPEDA and where you need  to 
go from here to be PIPEDA compliant.  

Y
E

S

N
O

U
N

SU
R

E
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User consent: We ask for consent 

before adding a Canadian email address 

to our newsletter database

Document consent: We understand and 

document consent either implied or 

express.

Get permission: Our sign-up has clear 

language asking for permission to send 

future electronic messages. 

Clearly identify company: Our sign-up 

and newsletters clearly identify our 

business or company and include a valid 

mailing address (either a phone number, 

an email address or a web address). 

Unsubscribe: Our website and 

newsletters have proper mechanisms 

that allow users to quickly unsubscribe 

at any time.

Implied consent: We use automation 

to ensure that only engaged users 

receive our newsletters. We remove 

inactive implied users after 2 years. 

Keep records: We keep records in 

case a complaint results in an inquiry 

or audit. 

Compliance plan: We have a plan for 

keeping our ongoing email 

communications CASL compliant. 

Email platform: We work with 

platforms that allow us to track and 

monitor consent so we can be CASL 

compliant.

Clients or subscribers: In our 

database, we are able to differentiate 

our account contacts from our 

newsletter subscribers.

Y
E

S

N
O

U
N

SU
R

E

CANADA ANTI-SPAM LAW

CASL

Commercial electronic messages (CEMs) 
include email, social media messaging, 
text messages, and sound, voice or image 
messages.

According to the Canada Anti-Spam Law 
(CASL), a subscriber gives express consent 
through an oral or written opt-in to 
receive CEMs. Implied consent can be 
given to a company after a customer 
makes a purchase, for example. 

For express consent subscribers, you can 
send them emails indefinitely until they 
unsubscribe. But for implied subscribers, 
you must remove them from your email 
or newsletter list if 2 years have gone by 
since their last purchase. 

After checking out this checklist, 
what next?

Work with Absolunet to conduct an audit 
of your current email marketing strategy 
or to create a CASL-compliant strategy. 
Absolunet then turns to Hitachi Systems 
Security to provide a legal review of that 
email policy and process. 
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We know our nexus (the 
determination of whether or not we 
are liable for collecting sales or use 
tax in different states) for the 
different states or jurisdictions in 
which we sell. 

We have obtained sales tax and 
business licenses in the states where 
we have nexus. 

We know and apply the correct tax 
rates in the states and jurisdictions 
where we have nexus. 

US Tax
Scope of this checklist: 

We all know that tax law is not simple. So 
why only three items on this checklist? 
Well, just establishing where you have 
nexus, obtaining licenses and applying the 
correct tax rates for all sales is work 
enough. 

And with laws varying by state and 
jurisdiction (a product delivered to one 
house can have a different tax rate than one 
delivered across the street), there are lots 
of changing variables. 

After checking out this checklist, 
what next?

Work with a CPA or sales tax expert to 

better understand the compliance process. 

Avalara’s Automated Tax Software gives 
you a comprehensive nexus analysis 
conducted by their team of seasoned tax 
professionals.

Vertex’s cloud and on-premise solution is 
another option for managing sales and 
payroll tax. 

Y
E

S

N
O

U
N
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R

E
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Key Takeaways

eCommerce: Reaching Maturity

Digital and eCommerce are still huge areas of growth. In fact for many businesses, 
eCommerce is the fastest growing channel. But the days of unregulated activity are over.

The Rules Have Changed, Not the Game.

Not unlike construction codes, regulations shouldn’t hurt growth, they’re just something 
to integrate into your planning.

Make Informed Decisions

Beyond “doing the right thing”, you need to know what compliance frameworks are 
MUST-HAVE, SHOULD-HAVE and NICE-TO-HAVE.  Find out what rules/laws apply to 
your business, then decide and prioritize. 

Risk Management/Assessment

It boils down to risk management: is the legal, reputational or financial risk of fines 
more hurtful than the operational or financial cost of compliance?  With the insight 
gained from this eCommerce Compliance Checklist, you will hopefully have enough 
information to evaluate your options and next steps.
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Let’s talk.
This checklist isn’t an exhaustive audit, it is a 
resource to help you understand how 
compliance may affect your business, where 
you may be exposed and mostly, to help you 
ask better questions about what your 
eCommerce division should be doing to 
comply to current and future laws, regulations 
and guidelines. 

Need help? We can convert your regulatory 
obligations into a roadmap so you can focus on 
your business, your customers and who you 
are as a brand.  

To choose the right tools, platforms, partners, 
strategies and tactics to maximize growth 
while minimizing risk, contact us. 

    
Absolunet: 
info@absolunet.com
1-877-979-2276

Hitachi Systems Security:
marketing@hitachi-systems-security.com
1-866-430-8166

Legal 
Disclaimer

That’s right, we have a legal disclaimer for this 
checklist, to make sure that we don’t get sued 
for trying to help merchants not get sued. 

This eCommerce Compliance Checklist was 
written by our privacy and compliance experts 
for general information and does not claim to 
provide legal advice. To understand the full 
context of your organization, please consult 
with a privacy compliance and/or legal 
professional.
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A North-American
eCommerce Agency
 

Absolunet helps North American 
manufacturers, distributors and merchants 
bridge the gap between how they sell and 
what customers expect in the digital 
economy. 
 
Absolunet is an eCommerce agency and 
integrator with 230+ people obsessed with 
delivering results, creating ROI-producing 
(and award-winning) eCommerce 
experiences since 1999. 

Known for its annual Top 10 eCommerce 
Trends report, Absolunet is a certified 
Magento Enterprise Solution Partner and is 
Magento's fastest-growing North-American 
partner, as well as being an InSite Platinum 
partner. 

absolunet.com
@absolunet
/absolunet

About 
Absolunet

A Global Cybersecurity 
Service Provider

 

In 1999, Hitachi Systems Security was founded 
with one simple mission in mind – to make the 
internet a safer place for all. 

Now, our team of security experts helps our 
customers in 50+ countries to secure their 
critical data and strengthen their cybersecurity 
posture against security breaches, data leaks 
and intrusions. 

Security is all we do. That’s why we’re  
passionate about delivering cybersecurity and 
data privacy  services to address the security 
challenges of today and tomorrow to help 
businesses achieve their goals and secure their 
IT, OT and IoT environments. 

Curious to find out more? Check out our     
library of  150+ cybersecurity blog articles.

hitachi-systems-security.com
@hitachisyssec
company/hitachi-systems-security

About Hitachi 
Systems Security
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